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Intrusion detection and modeling: Augmenting storage with an intrusion response 

primitive to ensure the security of critical data 
Ashish Gehani, Surendar Chandra, Gershon Kedem 
March 2006 Proceedings of the 2006 ACM Symposium on Information, computer and 

communications security ASIACCS v 06 
Publisher: ACM Press 

Full text available: Q pdf(326.59 KB) Additional Information: full citation , abstract , references 

Hosts connected to the Internet continue to suffer attacks with high frequency. The use of 
an intrusion detector allows potential threats to be flagged. When an alarm is raised, 
preventive action can be taken. A primary goal of such action is to assure the security of 
the data stored in the system. If this operation is effected manually, the delay between 
the alarm and the response may be enough for an intruder to cause significant 
damage.The alternative proposed in this paper is to provide a re ... 

2 General stora g e protection techniques: Securin g distributed stora g e: challen g es, 
^ techniques, and systems 
^ Vishal Kher, Yongdae Kim 

November 2005 Proceedings of the 2005 ACM workshop on Storage security and 

survivability StorageSS '05 
Publisher: ACM Press 

Full text available: ^j pdf(294.61 KB) Additional Information: full citation , abstract , references , index terms 

The rapid increase of sensitive data and the growing number of government regulations 
that require longterm data retention and protection have forced enterprises to pay serious 
attention to storage security. In this paper, we discuss important security issues related 
to storage and present a comprehensive survey of the security services provided by the 
existing storage systems. We cover a broad range of the storage security literature, 
present a critical review of the existing solutions, compare ... 

Keywords: authorization, confidentiality, integrity, intrusion detection, privacy 



Data partitionin g and load balancing in parallel disk systems 
Peter Scheuermann, Gerhard Weikum, Peter Zabback 

February 1998 The VLDB Journal — The International Journal on Very Large Data 

Bases, Volume 7 Issue 1 
Publisher: Springer-Verlag New York, Inc. 

Full text available: ^ pdf(310.27 KB ) Additional Information: full citation , abstract , citings, index terms 
Parallel disk systems provide opportunities for exploiting I/O parallelism in two possible 
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ways, namely via inter-request and intra-request parallelism. In this paper, we discuss 
the main issues in performance tuning of such systems, namely striping and load 
balancing, and show their relationship to response time and throughput. We outline the 
main components of an intelligent, self-reliant file system that aims to optimize striping 
by taking into account the requirements of the applications, an ... 

Keywords: Data allocation, Disk cooling, File striping, Load balancing, Parallel disk 
systems, Performance tuning 



4 TCP: On the correspondency between TCP acknowledgment packet and data packet Q 
Guohan Lu, Xing Li 

October 2003 Proceedings of the 3rd ACM SIGCOMM conference on Internet 

measurement 
Publisher: ACM Press 

Full text available* fSt) df(466 08 KB) Ad^ 0 " 31 Information: full citation , abstract , references , citings, index 
' ^ terms 

At the TCP sender side, the arrival of an ack packet always triggers the sender to send 
data packets, which establishes a correspondency between the arrived ack packet and the 
sent data packets. In a TCP connection, the correspondency between every ack packet 
and its corresponding data packets forms a sequence. This sequence characterizes the 
sendees behavior. In this paper, we propose a method to estimate this correspondency 
sequence from the dump trace measured at the receiver side. Because m ... 

Keywords: TCP, maximum-likelihood estimation, non-deterministic finite state machine 



5 Anatomy of the NHFSSTONES benchmarks | 
Michael K. Molloy 

May 1992 ACM SIGMETRICS Performance Evaluation Review, volume 19 issue 4 
Publisher: ACM Press 

Full text available: * pdf(1.15MB) Additional Information: full citation , abstract, references , citings, index 
^ terms 

This paper is intended to provide some insight into the NHFSSTONES benchmark 
operations and how one may interpret the results. This white paper covers the reasons for 
the benchmarks, the basics of their operation, the differences between the original 
benchmark and its descendants, and finally some instructions on how to run the 
benchmark. 



6 Realistic Lar g e-Scale Online Network Simulation Q 
Xin Liu, Andrew A. Chien 

November 2004 Proceedings of the 2004 ACM/IEEE conference on Supercomputing 
Publisher: IEEE Computer Society 

Full text available: ^ pdff 166.29 KB) Additional Information: full citation , abstract 

Large-scale network simulation is an important technique for studying the dynamic 
behavior of networks, network protocols, and emerging classes of distributed application 
(e.g. Grid, peer-to-peer, etc.) Large-scale and realism are two critical requirements for 
network simulations of Grid application studies. Our work here extends previous efforts in 
three key ways. First, we study networks lOOx larger than in our previous studies (20,000 
routers). Second, at this scale, we study realistic networ ... 



7 Querying web metadata: Native score management and text support in databases 
Gultekin OzsoyoDlu, Ismail Sengor Altingovde, Abdullah Al-Hamdani, Selma Ay§e Ozel, 
Ozgur Ulusoy, Zehra Meral ozsoyoDlu 

December 2004 ACM Transactions on Database Systems (TODS), volume 29 issue 4 
Publisher: ACM Press 

Full text available: ^ pdf(737.76 KB) Additional Information: full citation , abstract , references , index terms 
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